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ABSTRACT

Android manufacturers collect diagnostic data to improve the quality of service to users around the world. The content
and frequency of diagnostic data collected by these Android manufacturers is unknown. We analyze the diagnostic data
collection behavior of Samsung smartphones, which has the largest share of the Android market among smartphone
manufacturers, to explain which diagnostic data is communicated to the server via network packets, how the system app that
collects the diagnostic data works, and whether the diagnostic data violates user privacy.
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Table 1. Types and descriptions of log buffers in the Android system

Type Path Description
main /dev/log/main Log buffer where general log messages are stored
. . Log buffer where log messages related to mobile communication networks
radio /dev/log/radio
are stored
system /dev/log/system | Log buffer where Android system or debugging related logs are stored.
Log buffer that stores event information that occurs in the system, such as
events /dev/log/event . :
screen turning on, button click, app startup, etc.
kernel /dev/kmsg Log buffer where logs generated by the Linux kernel are stored
|
|
Java Program gys:em.out : E— "
- ystem err
stdout Native Library : Ci\sadb Togeat
(C/C++) AndroidPrintStream : C:\>adb dumpsys
{ { : C:\>adb bugreport
|
1
adbd ‘
! com. android. systenui/ . cover.SysUICoverService: com.
e S i o 7 : con. sec. imsservice/com. sec. internal. ims. insservice.
| Android System Log Buffers Linux Kernel Log Buffer 1 1| logcatd e e .
i : | i : = dunpstate: 2023-63-28 10:52:31
: gl /dev/kmsg 1 dumpsysd : '
1 1 1 | | Build: TP1A.220624.014.G981NKSU2IWBS
1 g) 1 | 1 Build print: 13/7P1 401
5 1 \ /' | :.m Kngsmxsum-:sz
_____________________________________________ etwark: [ 535 543 ST T T
: Build fingerprint: ‘samsung/star2lteks/star2lteks
Log Writers 1 Revision: 26
e . : ABI: 'arm .
!" tombstoned ! | by v mineia.chrone 3>
dropboxd H k 1 ’
d
Kernel Level LA | User
|

Fig. 1. Structure of Android diagnostic data collection tool: Logs are collected at the kernel level
and logs collected through ADB can be checked through tools such as dumpsys, bugreport, etc.
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Table 2. Types and descriptions of error log daemons in the Android system

Type Path Description
Generated when there is no response from the application for a certain
ANR /data/anr period of time
Record app status and ANR occurrence process information
/data/ Generated upon abnormal termination of native code (C/C++)
Tombstone . :
tombstone Log crash causes and debug information
Drobbox /data/system/ Log where information such as hardware, kernel, battery, etc. is recorded
P dropbox Some information related to abnormal termination is also included
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Table 3. Types and versions of experimental

subjects and tools

Category Version
OEM Samsung
Device Galaxy S10/ SM-G973N

Android 12
Kernel 4.14.113-26368205
Role Tool / Version
Rooting Magisk / 26.1

Flashing Odin / 3.13.1

Firmware Download | Frija / 2.0.23262.4
Collect app packages Fridump / 3
static analysis Jdax / 1.4.7

network monitoring

Httptoolkit / 1.14.7

App dynamic analysis

Frida / 16.1.3
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Fig. 2. Experimental environment: Allow diagnostic
data in the initial settings of Samsung Galaxy
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Table 4. Location of app files to collect

Path Detail
Storage path for the installed

/data/aj
bb app package file

Data storage path required to
/data/data/
run the app

Path where Dalvik byte code
/data/dalvic-cache | files (*.dex) files of installed

apps are saved.
Path where typical system app pa
—ckage files (*.apk) are stored

/system/app

Path where high-critical sys
/system/priv-app ~-tem app package files (*.apk)

are saved

Ad diakel A 19 F714] Fd-& Fig. 3.
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rk. w9 H7A] g FF
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Classes.dex © cosson © cosasa & ceelen
AARE n
droid. support 1 Package con.soc.anroLa- Bagronagent.dna- 3T
com 3 import android.os.Parcel;
samsung. android. dgagent 4 import android.os.Parcelable;
sec.android.diagmonagent 5
common

. diagnonagent . dna. apel

p073a 8 y Desktop\GxEdbedveoon, v
& NativeHelper 9 class (06493 implements Parcelable.Creator {
£ dma. apert 1 @ // android.os.Parcelable. Creator
® (o645 12 pubtic operstion crestsfrompancel (arcel parcel)
public Operation createFronParcel(Parcel parcel)
® Ce650b 1 return new Operation(parcel);
& Ce651c oy
& Operation 1
o SubOperation 1  // android.os.Parcelable. Creator
e 1 /* renamed from: b %/
Teg 1 public Operation[] newArray(int i) {
Log. ged. scheduler it return new Operation(i];
& AsyncTaskC@652a P! ¥

& AsyncTaskC0653b
¢, GEDJobService
&, GEDScheduler
p000a.peola
p002a
P003b.peRda
& AndroidResources

Fig. 3. Partially obfuscated .dex file obtained
from path /data/dalvik-cache.

classes.dex

&, Operation &, aperfutil
armC e
== package com.sec.android. diagnonagent.dna.aper.utils
android
androidx import android. text.TextUtils;
com import com.sec.android. diagnonagent. connon. logger. Ap
1 import com.sec.android. diagnonagent.dna.aperf.Operat:
google
1 import com.sec.android. diagnonagent. dna. aperf. SubOper
am import com.sec.android. diagnonagent. log.provider. uti
samsung import java.text.SimpleDateFormat;
sec.android import java.util. ist;
app. sulpcontract import java.util.Date;
diagnonagent import java.util.
import java.util.
common import java.util.l
dma.aperf import java.util. concurrent. TimeUnit;
utils
& aPerfUtil /% Loaded from: D:\[ \nonmun\ sec. android.

i s blic class aPerfUtil

& aPerfvalidation pu

s apert public static final String DUMMY_SUB_OP_ID = *
& Operation public static final String DUMMY_SUB_OP_NAVE = °

public static final int NOT_COMPLETED_OPERATION

& SubOperation
&Tag public static final int NOT_USED_SUBOPERATION -

1og.provider public static final String TAG = "DIAGMON_SDK[
po20sa private static final long EXPIRATION TINE - Tinel
wssyncmldm 31 public static String localToUTC(long time) {
javax. inject try {
ElE=S 32 SimpleDateFormat si
@ Sunmary 23 Date date = new [

Fig. 4. Class names and function names can be
clearly identified compared to obfuscated files
with .dex files obtained from memory.
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Fig. 5. Relationships between diagnostic apps and the process by which
diagnostic data is created and transmitted
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Table 5. serviceinfo table data in diagmon.db confirmed by DiagMonAgent version 8.0.23: Check the
list of apps managed by Samsung to transmit diagnostic data.

No Service Id Package Name Description

1 x6g1qldr7s com.wssyncmldm Software Update Monitor, manages the update status
2 476-399-579853  |com.samsung.android.easysetup Easy Setup, transfer data switching to a new device
3 r'7xeailczv com.samsung.android.samsungpassautofill Samsung Pass Autofill automatically fills in login
4 41.3-399-9749100 |com.samsung.android.arzone AR Zone,augmented reality(AR) features

5 vruybvalta com.sec.android.app.voicenote Voice Memo, voice recording and playback functionality
6 wr7lmx4wui com.samsung.android.app.watchmanager Gear Manager, manages Samsung Galaxy Watches
7 snOvpasr6d com.samsung.android.app.notes Samsung Notes, provides note-taking

8 x6g1q14r77 com.sec.android.diagmonagent Diagnostics Agent, Generate diagnostic data

9 488-399-1029751 | Unknown -

10 999-399-549750  |com.samsung.android.dqagent Data Quality Agent, monitor data usage

11 tubZhac8ar com.samsung.android.app.telephonyui Phone UI, part of the Phone app

12 md3xosgbez com.samsung.android.smartmirroring Smart Mirroring, mirror screen to another screen
13 dc60qlcbri com.samsung.android.lool Live On Link, share content between Samsung devices
14 br23r9jsjw com.samsung.android.app.routines Bixby Routines, performs actions based on conditions
15 | 4M0-399-5151102 |Unknown -

16 Iwoclpz74b com.samsung.android.smartsuggestions Smart Suggestions, analyzes app usage patterns
17 sebzpbl7wd com.samsung.android.mobileservice Samsung Mobile Service

18 m0j4In5h9n com.samsung.android.messaging Messages app, used to send and receive messages
19 wl34fppqc3 com.samsung.android.mdx Multi Device Experience

20 773-399-565755  |com.osp.app.signin Samsung Account Sign-in

21 41.0-399-515497  |com.samsung.android.app.sharelive Share Live, share device's screen with others

22 bp23rgegzo com.samsung.android.bixby.agent Bixby Agent, the service that runs Bixby

23 026-399-529756  |com.samsung.android.scloud Samsung Cloud, a data backup and sync service
24 423-399-545555  |com.samsung.android.app.aodservice AOD Service, controls the Always On Display
25 4N4-399-535399  |com.samsung.android.scs Samsung Care Service

26 gnj0zk4j42 com.sec.android.soagent Agent Connection Service, helps apps communication
27 com8o87xad com.samsung.android.app.contacts Contacts app, stores and manages contact information
28 426-399-535356  |com.samsung.android.app.appsedge Apps Edge, adds a panel to the edge of the screen
29 qpdifrmvkd com.samsung.android.app.cocktailbarservice | CocktailBar Service, manages the edge lighting effects
30 428-399-5249100 |com.samsung.android.video Video Player app, which plays videos on device
31 4F5-399-564949  |com.samsung.android.dynamiclock Dynamic Lock, uses surroundings to secure device
32 ¢lj47h9zhd com.sec.android.app.clockpackage Clock app, provides alarms, timers, and a stopwatch
33 407-399-545299  |com.sec.android.app.camera Camera app, which take photos and videos

34 aceeqzkazh Unknown -

35 4G8-399-5410252 |com.samsung.android.aremoji AR Emoji, creates animated emojis

36 cabbblnldz com.samsung.android.incallui In-Call Ul provides the interface during a phone call
37 ph91251z1h com.samsung.android.dialer Dialer make calls by dialing a phone number

38 zxvle3pfed com.sec.android.app.quicktool Quick Tools provides on Samsung devices.

39 797-397-529898  |com.samsung.android.bixby.wakeup Bixby Wakeup, detects the wake word or gesture
40 4K0-399-5752101 |com.samsung.android.honeyboard Samsung keyboard app

41 mif3kml2ugy com.sec.android.app.myfiles Samsung file app

42 PH95fm8rxk com.samsung.android.samsungpass Samsung Pass, stores credentials for automatic logins
43 sgie2l9fjk com.sec.android.gallery3d Gallery app, view and manage photos and videos
44 414-399-485249  |com.samsung.android.app.dressroom Dressroom, related to trying on clothes virtually
45 eustinww9v com.samsung.android.spay Samsung Pay, a mobile payment service

46 785-396-5351100 |com.samsung.android.app.spage Samsung Free, Samsung platform for OTT and news
47 adixmr0859 Unknown -

48 795-395-509999  |com.samsung.android.rubin.app Personalization Service Client, Individual setting service
49 417-399-515357  |com.samsung.android.samsungpositioning Samsung positioning, use GPS to determine location
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POST diagmon-serviceapi . samsungdm . com

METHOD: POST

URL

https://diagmon-serviceapi.samsungdm.com/v2/common/serviceregistration

HEADERS
accept: application/json
accept-encoding: gzip

authorization:  Bearer="eyJOeXAi0iJKV1QiLCIhbGci0iJIUZIINiJ9.eyJzdWIi0iJEeXRMA
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AUTH", server_id=" s7gna8v1t1 service_id="x6glql4r77", identifie
va8P1698913002763PhEBWQ 51gnature zvaDASuD608V6RBfW1CrsgzZ(

Yroyg="
connection: Keep-Alive
content-length: 7736
content-type: application/json
host: diagmon-serviceapi.samsungdm. com
user-agent: Dalvik/2.1.0 (Linux; U; Android 13; SM-G981IN Build/TP1A.22062¢

"deviceInfo": {
"model":
"binaryType":
"esc":
"tmec":
"firmwareVersion"
"fingerprint":
"dmaVersion":
"countryISO": "KR",
"activatedId": "K00",

"diagnosticsAgree": "Y", |"service": [
"deviceType": "User",
"buildld": "69160142", ['servicerd": "423-399-545555", |
"sepVersion”: "14.1", "deviceId": "D11DDYqiWqbyql698828927098IdFBUO" ,
"ieee": { "serviceVersion": "8.1.44",
", "serviceAgreeType": "D",
i, "sdkVersion": "605055",
"ABS™: 1, "sdkType": "S"
"Reason": "F" Y

b

sttt

522 AAEI 27 £ 9 RCHH|0|E] A4

Wssynemldm ol A2 ZA]E A 714
Fig. 8.3 %] Wssyncmldm] <} ©l=lElg]d] =
YA Za27} AAEC. DiagMonAgent+ AAE
FHA ZaE FFEe] FddelelE A

Aetdlo]lEl= DMA.log, meta.json, logs.zip
o7 o]Fox glt}l. DMA . loge DiagMonAgent
o] AAst= 21 Fdo|m, meta.jsone 7]7]
AH7E AR sl wdw o] WA, U= o

2 AB7}F Slrh logs.zipe iiﬂ"]ﬂ A3k
Aulz of o] A2l 2aF50] 23 obE Fholr
Wssynemldm7b A st zlstdlole S 748}
= 9l MR HAEEE Agtdeld Azl Ul
Fig. 7.3 72t}

"SM-G9BIN",
"user",
k00",
"450",
: "G981INKSU3IWHI/GIBINKSUIIWHS /GIBINOKRIIWHS" ,
"samsung/x1aksx/x1q:13/TP1A.220624.014/GI8INKSUIWHO : user/release-keys"
"9.1.07",

Fig. 6. A packet that registers the list of diagnostic data collection target apps managed by the

‘DiagMonAgent” app on the server.
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https://dgm-prd-euwl-log.s3.eu-west-1.amazonaws.com/rule_none/
x6g1q14r75/409/4.1.15/e655957a-ea52-43d1-ae52-45a0ded16ad1. zip? ﬁ [Service ID]_[Event Time].zip » 1[x6g1q14r75{1 700051794885)zip
Service ID Err Code Service Ver. Log File Name =) Service ID Evernt Tirms
XA -Secunity-Token=[TOKEH_OATA_STREN) =] DMAlog ‘
Az -l gor thi- iS4 -HIAC-SHAZS6 + DiagMonAgent Logs e e
8-Anz-Date=20231115T0435322 . koA LAr IS TP 220626, 14/ PRI
&X-Anz-SignedHeadens=content-typeX3Bhost related to app operation (transfer, etc.)
&X-Anz-Expires-86400
&X-Anz-Credential~ 115%2Feu-vest- _request meta json
. J— + File where device information is stored e . '
i i T Ao SIZEns 14, AR FREERS 3, "HEADALOC" 6
) i Model name, firmware, build version etc. 1, """ . !
i ! “toroge"s ( *ToTALs 110167, “rRee"s 57643
H i
! i % Iogs_z]p dm_bootstrapllog
‘, ................. 4 ) . dm_ddlog 2 idm.db
8 « Compressed file containing system logs at N
= fa_booting log 3 idmsdk b
the time of error occurrence [ fa_bootinglog.1 ) tast install
+ Kernel log, recovery log, boot log, power Dasooungiogz D) leog
y [) fabootinglog.3 lsstrecovery
Ar on/off log, etc. are recorded D) fobootinglog () power ot sesetrsson
s V. v fe_wssyncmidmlog (2] recovery.log
OEM Server User Device
Fig. 7. packet configuration file description of diagnostic data transmitted when an

“Wssyncmldm” app crash occurs

beyondl: /data/data/com.wssyncmldm # 1s *
app_diagmon_report:

dm_dd.log
fa_booting.log

dm_bootstrap.log fa_booting.log.1 fa_booting.leg.U
fa_booting.log.2 fa_extrainfo.log
fa_booting.log.3 fe_wssyncmldm.log power_off_reset_reason.txt

idm.db
idmsdk.db

recovery. log

Fig. 8. Diagnostic data generated in the app directory of “Wssyncmldm”

java.lang.Exception:
at
at
at
at
at
at
at
at
at
at
at
at

rd.i.a(Unknown Source:2)
rl.£0.f(Unknown Source:0)
rd.£0.d(Unknown Source:8)
rtl.d0.apply(Unknown Source:l)

ri.£0.g(Unknown Source:9)
rid.f0.e(Unknown Source:0)
ri.e0.run(Unknown Source:L)
java.lang.Thread.run(Thread.java:920)

beyondl: /data/data/com.samsung.android.scloud/files/logs/scloud/keystore/86 # cat scloud_1710806816U76.1og
Device Names are different.d 2| S10, Galaxy 510

com. samsung . android. scloud . keystore. z0.e(PatchDeviceName . java:11)
rl.1i.j(DeviceNameMonitorObserverImpl.java:1)

com. samsung . android. scloud . common. exception.ExceptionHandler.commit(ExceptionHandler. java:7)
com. samsung . android. scloud. common.exception.ExceptionHandler.apply(ExceptionHandler. java:1)

Fig. 9. Contents of diagnostic data file generated from “Scloud” App

user’'s name is exposed.
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Table 6. List and contents of Wssyncmldm and Scloud diagnostic data files sent by Diagmonagent

File name Contents

DMA.log Log file recorded by the DiagMonAgent app

meta.json File containing device information such as model name, firmware and build version
dm_bootstrap.log Log file that record system boot and initialization process

dm_dd.log Log file containing Android device activity, errors, warnings and debug
fa_booting.log boot-related log file that occurs in Android and user’s access to the boot process
) idm.db Database file that stores information related to user authentication and permission
\Kj:sf/iczr:l)gm idmsdk.db Database file that stores information related to user authentication and related SDKs
last_log Log file that record information related to users’ login attempts and login status
last_recovery Log file containing information related to system recovery operations on Android
power_off_reset,_reasontxt | Log file that records what caused your Android device to suddenly tum off or restart
recovery.log Log file that records logs related to system recovery operations on Android devices
logs.zip/Scloud | scloud_{timestamp}.log | Log file that records device names and errors created by the Scloud app

Table 7. List of apps that generate diagnostic data, the names of the diagnostic data files they
generate, and the paths they generate them.

App name Filename Creation path
] DMA.log /data/data/com.sec.android.diagmonagent/app_log
DiagMonAgent -
meta.json -

dm_bootstrap.log

dm_dd.log
fa_booting.log /data/data/com.wssyncmldm/app_file_log
power_off_reset_reason.txt
Wssyncmldm recovery.log
last_log /data/data/com.wssyncmldm/app_diagmon_report
last_recovery /data/log
idm.db
- /data/data/com.wssyncmldm/databases
idmsdk.db
Scloud scloud_{timestamp}.log /data/data/com.samsung.android.scloud/files/logs/scloud/app/471

L\ Usershhehc\Desktopifridatdiagmanagentifrida -7 -p 7471 -1 diag test.js

Y| Frida 16.1.3 - A world-class dynamic instrumentation toaolkit
[
y_ | Commands:
AN help -» Displays the help system
Connected ta SM G973N (id=R3SMZ07THTWR)
Attaching. ..

result , str = undefined https://dem-prd-euwl-log 53 eu-west-1 amazonaws _com/rule none/x6glqldr?5/409/3 9. 16/
dcB07806-2a247-4e6b-944f-3T7de322be Tl 2ip "X-Amz-Security-Token=1QoJb3JpZ2luX2VjEQOP% 2F% 2F % 2F % 2F

_setRequesthMethod result,strl,str2-> undefined PUT
.setRequestPraperty result,strl,str2-» undefined Content-Type application/octet-stream
96 Ox7eb216068e 110

Fig. 10. Diagnostic data transmission packet message hooked with Frida, a dynamic binary
instrumentation tool
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ETHOD: POST
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{EADERS
Accept-Encoding: gzip

Connection: Keep-Alive
Content-Length: 275
Content-Type:  application/json
Host: regi.di.atlas.samsung.com
User-Agent: Dalvik/2.1.0 (Linux; U; Android 12; SM-G973N
Build/SP1A.210812.016)
O & 275 bytes  JSON v
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HTTP/11  POST
ETHOD: POST
RL

https://diagnon-serviceapi.samsungdm.con/v2/eventreport/result

HEADERS
Accept: application/json

Accept-Encoding: gzip i
Authorization: Bearer="eyJ0eXAi0iJKV1QiLCIhbGCi0iJIUZIINJ9.ey)zdWIi0iJEVTLhSilXa |

2JoMVZOMTCXNTE20DUZNZkxMkprTEINTYIsImLhdCIGMTcXNTE4MDIOOCWiZXhwIjo

xNzE20Tkel
spowtungh

ULCQE_IfqCucchMYVTD6UyoEcezho-
uth_: ldeu(lher "ALLNEWDIAGMON-

Srvice. id="nyBxfa3iri®
I Slgnature (G(I\prUlSkﬁvZAwaQNB E

632ZRuZy5JH7GpT(H(vR0

Connection: Keep-Alive

Content-Length: 101

Content-Type:  application/json

Host: diagmon-serviceapi.samsungdn.com

User-Agent : Dalvik/2.1.0 (Linux; U; Android 12; SM-G973N

Build/SP1A.210812.016)

Fig. 11. The packet sent to the server when agreeing to diagnostic data (left) and the packet sending

diagnostic data (right) are linked by an identifier.
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